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Berkeley County, South Carolina

Council Bluffs, lowa
The Dalles, Oregon
Douglas County, Georgia

Henderson, Nevada
Jackson County, Alabama

Lenoir, North Carolina
Loudoun County, Virginia

Mayes County, Oklahoma
Midlothian, Texas

Montgomery County,
Tennessee

New Albany, Ohio
Papillion, Nebraska
Storey County, Nevada
Quilicura, Chile

BRM

Dublin, Ireland
Eemshaven, Netherlands

Middenmeer, Netherlands
Fredericia, Denmark

Hamina, Finland
St Ghislain, Belgium

BX

Changhua County, Taiwan
Singapore
Inzai, Japan


https://www.google.com/about/datacenters/locations/berkeley-county/
https://www.google.com/about/datacenters/locations/council-bluffs/
https://www.google.com/about/datacenters/inside/locations/the-dalles/
https://www.google.com/about/datacenters/inside/locations/douglas-county/
https://www.google.com/about/datacenters/locations/henderson/
https://www.google.com/about/datacenters/inside/locations/jackson-county/
https://www.google.com/about/datacenters/inside/locations/lenoir/
https://www.google.com/about/datacenters/locations/loudoun-county/
https://www.google.com/about/datacenters/inside/locations/mayes-county/
https://www.google.com/about/datacenters/locations/midlothian/
https://www.google.com/about/datacenters/inside/locations/montgomery-county/
https://www.google.com/about/datacenters/inside/locations/montgomery-county/
https://www.google.com/about/datacenters/locations/new-albany/
https://www.google.com/about/datacenters/locations/papillion/
https://www.google.com/about/datacenters/inside/locations/quilicura/
https://www.google.com/about/datacenters/inside/locations/changhua-county/
https://www.google.com/about/datacenters/inside/locations/singapore/
https://www.google.com/about/datacenters/inside/locations/dublin/
https://www.google.com/about/datacenters/inside/locations/eemshaven/
https://www.google.com/about/datacenters/locations/fredericia/
https://www.google.com/about/datacenters/inside/locations/hamina/
https://www.google.com/about/datacenters/inside/locations/st-ghislain/
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https://cloud.google.com/blog/products/identity-security/how-google-cloud-blocked-largest-layer-7-ddos-attack-at-46-million-rps Google Cloud
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GCP HEH L& R AR B RERIAKEE

Our commitment to transparency means that you — and only you — have
explicit control over your data and how it is used.

ZMRERFRERET  RATERE PHEHS KPR AT SE N ARG SE R EE
R EEH ERE=FH H TR T I TE e
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Sources: Google Cloud Platform Data Processing and Security Terms (Customers) | Google Workspace Data Processing Amendment |  Google Cloud Privacy Notice

Google Cloud


https://cloud.google.com/terms/data-processing-terms
https://workspace.google.com/terms/dpa_terms.html
https://cloud.google.com/terms/cloud-privacy-notice

Google Cloud’s BB EIFR & ZMER FE=S B B TER

Our products regularly undergo independent third-party audits with over 2 million control instances audited annually.
Google maintains certifications, attestations of compliance, or audit reports against standards and regulations around the world.

( Asia Pacific )

Global . <

ISO/IEC 27001
ISO/IEC 27017
ISO/IEC 27018
ISO/IEC 27110
ISO/IEC 27701
ISO/IEC 9001
SOC1

SOC 2

SOC3
PCIDSS

PCI 3DS
CSASTAR
CyberGRX
KY3P

SIG

Americas

f

USA

Sarbanes- Oxley
SEC Rule 17a-4(f)
CFTC Rule 1.31(c)-(d)
FINRA Rule 4511(c)

PIPEDA
OSFI Guideline B-10

Argentina
PDPA

Igl Mexico

CNBV LIC
CNBV LMV

Additional compliance offerings and further information is available at
cloud.google.com/security/compliance

D (€

38 Europe
GDPR

EU Model Contract Clauses

EU CoC

SWIPO

EBA Guidelines
EIOPA Guidelines
ESMA Guidelines

[ Germany

BaFin
MaRisk

— .
— Austria
BWG
VAG

n Switzerland

FINMA
ISAE 3000 Type 2

W= Netherlands

DNB

4: Spain

Banco de Esparia -
Circular 2/2016

Europe, Middle East & Africa ) :

N LA

FCA FG16/5
FCASYSC 8
PRA §S2/21

I IFrance

ACPR
Iltaly

Banca D’ltalia -
Circular 285

Portugal

Banco de Portugal

mm— ,;xembourg

CSSF

[
-Poland

KNF

NS\ eden
T
SFSA

»E South Africa
POPI

2

ol Australia

*
APP
APRA CPS 231
APRA CPS 234

%

o __|ndia
RBI

= Malaysia
BNM
I |ndonesia

SEOJK 21
POJK 38

“ Taiwan

FSC Banking Outsourcing
FSC Insurance Outsourcing
PDPA

" Philippines

BSP

® Japan
FISC
My Number Act
APPI

7\
@, Korea
FSC

Singapore

MTCS Tier 3
OSPAR

MAS Guidelines
ABS Guide
PDPA

“ Hong Kong

HKIA Outsourcing GL14
HKMA Outsourcing SA-2
PDPO


http://www.freepik.com/
http://www.flaticon.com/
http://cloud.google.com/security/compliance
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https://cloud.google.com/security/compliance/compliance-reports-manager
http://www.freepik.com/
http://www.flaticon.com/
https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=G0380200
https://cloud.google.com/security/compliance/fsc-banking
https://services.google.com/fh/files/misc/fsc_banking_outsourcing_regulations_gcp.pdf
https://services.google.com/fh/files/misc/fsc_banking_outsourcing_regulations_googleworkspace.pdf
http://law.tii.org.tw/Scripts/Query4A.asp?FullDoc=all&Fcode=A0060106
https://cloud.google.com/security/compliance/fsc-insurance
https://services.google.com/fh/files/misc/fsc_insurance_outsourcing_directions_gcp.pdf
https://services.google.com/fh/files/misc/fsc_insurance_outsourcing_direction_googleworkspace.pdf
https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=I0050021
https://cloud.google.com/security/compliance/pdpa-taiwan
https://services.google.com/fh/files/misc/taiwan_personal_data_protection_act_googlecloud_whitepaper.pdf
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Security Command Center

FHEENERR SRR

©

Gain Visibility

Near real-time
visibility into Google
Cloud resources and
policies

ZEYE
(BEERE.BHFE

Discover Vulnerabilities

Security monitoring
for misconfigurations
and web app
vulnerabilities

ZERE

(8RR #EIR. 5536FHE. Log)

https://cloud.google.com/security-command-center

Security Command
Center

Detect Threats

Threat detection

for malicious activity
and unauthorized
behavior

B2 BB

(HER%. IR, B, 28])

Maintain Compliance

Compliance violations
based on industry
standards and
benchmarks

EHIREER
(ISO, PCI, NIST, CIS, OWASP)

Google Cloud
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Security Health Analytics
FHRETM GCP EMER MM EEIRTIMIFA

FFEHERR ., BT
Storage
« Publicly exposed buckets

« Storage resources missing CMEK
+ Use of legacy bucket ACLs

RERE. #IRKE

Identity B

+ Overprovisioned admin accounts
Permission grants outside your org
Insufficient separation of duties

AGERE MBReEE
Networking S35
« Overly permissive firewall rules

+ Use of default and/or legacy
networks

+ Subnetworks that do not use private
access to Google APIs

EERME2RTE
VM Instances

=)

« |IP forwarding enabled

- Broad service account or APl access
enabled

« SSL & SSH misconfigurations

©)

FEAZENES, EEHERR Al
Logging/ Monitoring EI

Monitoring disabled
Storage buckets with logging disabled
Stackdriver monitoring for Kubernetes
clusters not enabled

VPC Flow logs disabled

e )
GKE Clusters @

Private cluster disabled

Network policy disabled

Master authorized network disabled
IP alias disabled

Legacy authorization enabled

Google Cloud
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e Customer can access up-to-date GCP
compliance and audit report (ISO, PCI-DSS,
SOC2, CSA, etc.)

e https://cloud.google.com/security/compliance/co

mpliance-reports-manager

Compliance

ISO/IEC 27018:2019

ISO/IEC 27018 focuses on privacy and security
controls for public-cloud service providers
that process personally identifiable
information (PII).

ISO/IEC 27001:2013

ISO/IEC 27001 provides the requirements for
an information security management system
(ISMS), specifies a set of best practices, and
detalls the security controls that can help
manage information risks.

PCI-DSS v3.2

PCIDSS Is a set of network security and
business best practices guidelines adopted
by the PCI Security Standards Council to
establish a “minimum security standard” to
protect customers’ payment card information.
The Attestation of Compliance provides
formal assurance from a Qualified Security
Assessor (QSA) as to adherence to the PCI
DSS.

Report type

Certificate

Certificate

Audit Report

Product area

Google Cloud

Google Cloud

Google Cloud

Last audit

May 3, 2021

May 3, 2021

May 2, 2021

ISO/IEC 27018:2019

ISO/IEC 27018 focuses on privacy and security
controls for public-cloud service providers
that process personally identifiable
information (P1I).

ISO/IEC 27001:2013

ISO/IEC 27001 provides the requirements for
an information security management system
(ISMS), specifies a set of best practices, and
details the security controls that can help
manage information risks.

ISO/IEC 27017:2015

ISO/IEC 27017:2015 provides guidelines for
information security controls applicable to the
provision and use of cloud services.

Statement of
Applicability

Statement of
Applicability

Statement of
Applicability

Google Cloud

Google Cloud

Google Cloud

May 3, 2021

May 3, 2021

May 3, 2021

Google Cloud


https://cloud.google.com/security/compliance/compliance-reports-manager
https://cloud.google.com/security/compliance/compliance-reports-manager

Certificate - ISO 27001
1651 B BER SR AR TS R FRTE ML R

Google LLC

Google Cloud Platform (continued):
Container Registry

Data Catalog

Database Migration Service
Dataflow

Datalab

Dataproc

Datastore

DataStream

Dialogflow

Document Al

Firebase Authentication
Firebase Test Lab

Firestore

Game Servers

GCP Marketplace

Google Cloud Armor

Google Cloud Identity-Aware Proxy
Google Kubernetes Engine

Hub

Identity & Access Management (IAM)
Identity Platform

Insights

loT Core

Key Access Justification (Access
Sovereignty)

VVVVVVVVVVVVVVVVYVVVVVVVVY

The following locations are in scope:

Data Centers:

» Arcola (VA), United States of
America

» Ashburn (1) (VA), United States of
America

» Ashburn (2) (VA), United States of
America

» Ashburn (3) (VA), United States of
America

» Atlanta (1) (GA), United States of
America

» Atlanta (2) (GA), United States of
America

Scope for certificate 2012-001b

Lux

Managed Service for Microsoft
Active Directory (AD)
Memorystore

Network Intelligence Center
Network Service Tiers
Persistent Disk

Pub/Sub

reCAPTCHA Enterprise
Resource Manager API
Risk Manager

Secret Manager

Security Command Center
Service Directory

Service Infrastructure
Speech-to-Text

Storage Transfer Service
Talent Solution
Text-to-Speech

Traffic Director

Transfer Appliance

Video Intelligence API
Virtual Private Cloud

VPC Service Controls

A

VVVVVVVYVVVYVVVVVVYVYVVVYYVY

aTRSvIME L TIo), onted States of
America
» Council Bluffs (1) (IA), United
States of America
» Council Bluffs (2) (IA), United
States of America
Delhi, India
Dublin, Ireland
Eemshaven, Groningen, The
Netherlands
» Frankfurt (1), Hesse, Germany

VVV

Proprietary + Confidential

Google Cloud
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Google Google Infrastructure Data deletion
security Security Design Overview on Google Privileged Access
H Google Cloud Whitepaper C|Oud Platform Management in
whitepaper Google Cloud Platform
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Google Cloud


https://services.google.com/fh/files/misc/google_security_wp.pdf
https://cloud.google.com/security/infrastructure/design/resources/google_infrastructure_whitepaper_fa.pdf
https://services.google.com/fh/files/misc/data_deletion_on_gcp.pdf
https://services.google.com/fh/files/misc/privileged-access-management-gcp-wp.pdf
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https://cloud.google.com/carbon-footprint?hl=zh-tw

o BEFAERBEMMHESE
o WREFEBTHRTEMER I
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https://cloud.google.com/carbon-footprint?hl=zh-tw
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e | tome - w29 - Google Cloud 2814

B MELALL 889 Gooole Cloud FE¥E [T 440 E RABMBHH I -

AR SRS = S RRTEL - B WH . R ERMERAS  EEEEENOEEATA
— 4
E}— & ERERH BHBIH
w m # 20234355 2023485 20234858
1.81C0e 0.40tCO:e
mhEtanes: @ puEtEnes: @
0.002tCO:e A 1.9% 5 202345 7 SBLLAES ST
wE1: @
0.90 tCO:e
wH2 puEtENEEs: @
0.92tCO:e

®E3:

BEAEET Google DI AHEMBH RS - 12

USRS ENSARE MM E

2023F45 2A23F58

202358 B EBER R EH BNRRHEIE
EERBR v
Compute Engine|
BigQuery
vertex Alf0.002
Cloud Monitoring|—0.002
Cloud Storage|—0.001

ER

Networking|—<0.001

Cloud Logging}—<0.001

Cloud Key Management]
Service (KMS))
Notebooks|—<0.001

|—-<0.001

Cloud Run}-<0.001

0.0

023568

SR -

hhgalaxy-183504

0 data-337210
cosmos-325501
adsystem-319705
publicfiles-325708
hhg-ai
aisystem-331603
hhgalaxy-orderdata
0 Kkaodata

finance-54357012

0.00 0.05

0.10
1CO:e

0
20078 2023F85 2023F9, .

2EEEmEUET il

EEER v

0 asia-east1
asia-east2
us-centrall
ERASEE
us-central2
us-east1
europe-west1
us-west1
asia-northeast1

asia-southeast1

0.2 0 0.0 0.1
tCO:e

0.3
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NIST #8E& & £4EZR (Cyber Security Framework, CSF)

Identify Protect Respond Recover
SEEFRIES
& AEEHE G chrome BeyondCorp C SIEM
e . AR AT B R
X iR/ H ith AR Chronicle
X Bt/ H A E AR SOAR BEp{LEIfE
Cloud Asset Inventory Google Workspace + (SRS & 0 Ui = ) )
PR O Va Siemplify
B /H fhE
' ‘ :: Security X iR s/ H At AR Actifio Go
t@gg%ﬁ Command Center S /it E AR TR
\ I BE Security T
Command Center oo
Security | !: e ARBWF ERESR ARBHWA ERES
Command Center () mrms s ot R MANDIANT MANDIANT
£ Hh i = £ Hh i =
reCAPTCHA Cloud IDS XiEhin / H At AR XiEhin / H At AR
XiEHIH /H AR
REFBEE @
@ Anti-DDoS
VirusTotal Enterprise Cloud Armor Cloud DLP
S A AR X fE i/ E TR X R/ H A AR

Google Cloud
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Google Cloud


https://kinsta.com/blog/google-cloud-hosting-2/
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J$T ERP on Google Cloud EfZE 1§

Google Cloud

Region - Taiwan (asia-east1)

i Virtual Private Cloud
ERP Services
Site to Site VPN "1 CosmosERP
ﬂ > m e Gateway » = M= computeEngine
[} ]|
Gateway VPN &F¥n# S ERP + SQL Server
Employee ettt ettt et e e |
. M AP Server "' saLserver
L— > = - i —> == .
. ™ = Compute Engine - = Compute Engine

......................................

SEBERE T

o ';' - OpenVPN Server

“yii~ Compute Engine
Employee

OpenVPN
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Google Cloud

Region - Taiwan (asia-east1)

i Virtual Private Cloud
ERP Services
I o iE8 _ Cosmos ERP
> m > Cloud » = M= computeEngine
= === Firewall Rules LL ]
ERP + SQL Server
Router
Emp[oyee ...................................... A
. M AP Server "' saLserver
————————> - 4: ne T S Hiz i
| iia . Compute Engine iia " Compute Engine
d .';'. OpenVPN Server
OpenVPN " =i~ Compute Engine
Employee
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Google Cloud Platform &

ﬁ} Compute Engine

VM instances

Instance groups

Instance templates

Sole-tenant nodes

Machine images

Disks

Snapshots

Images

TPUs

Migrate for Compute Eng...

Committed use discounts
Metadata

Health checks

Zones

Network endpoint groups
Operations

Security scans

Marketplace

d-workshop v Q  Search products and resources

< Create a snapshot
Name *
snapshot-1 (2]

Lowercase letters, numbers, hyphens allowed

Description

Source disk *
data-disk v @

Location @
Multi-regional
@® Regional

Select location
asia-east1 (Taiwan) -

location different than the source disk. Learn more

Labels @

+ ADD LABEL

@  This snapshot will be encrypted using disk encryption settings

Encryption type

Google managed

You will be billed for this snapshot. Compute Engine pricing
CANCEL

Equivalent REST or command line
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{é} Compute Engine & Create a snapshot schedule

VM instances Name *

schedule-1
Instance groups Lowercase letters, numbers, hyphens allowed
Instance templates

Description
Sole-tenant nodes Z
Machine images Region

asia-east1 v
Disks Select the region where you want this schedule to be available.
Snapshots

Snapshot location @
Images O Multi-regional
Regional

TPUs 9

Select location
Migrate for Compute Eng... asia-east1 (Taiwan)

. . There may be a network transfer fee if you choose to store this snapshot in a

Committed use discounts location different than the source disk. Learn more
Maciad
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Schedule options
LSchedule frequency

Hourly
Daily

Weekly
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Autodelete snapshots after *
7 days

Deletion rule @

After you delete the disk that his schedule:
(O Keep snapshots

® Delete snapshots older than 7 days




POC - 5% ERP on GCP
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Thank you!




